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Bit commitment

1.Protocol based on h-functions.

Z-Massey'omura 3-paSS PrOtOCO| https://en.wikipedia.org/wiki/Three-pass_protocol
3-pass protocol for sending messages is a framework which allows one party to securely send

a message to a second party without the need to exchange or distribute encryption keys.
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M is a Bitcoin price next month
1.Protocol based on H-functions.

M can be of arbitrary finite length
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https://en.wikipedia.org/wiki/Three-pass_protocol
https://en.wikipedia.org/wiki/Key_(cryptography)

2.Massey-Omura 3-pass Protocol

Public parameter PP = p = 264043379; P ~m@<7& gémyf prime
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Encryption-Decryption operations: |M|<|p|
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1) >> p = gemstrongprime (22) p = 264043379,
p=2g+1—+ p-1=2g
2) >> A = randi (p-1) 7% i @A is everr, thes

>> ged(ep, p-1) =1 % gedl(eA,p-1) =2
3) > dh =mulinv (A, p=1)

>> mod (eA x dA,p=1) =1
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2.Massey-Omura 3-pass Protocol execution
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M=71 000, p =264043379; --> 71000 < 264043379 --> |M| < |p]|
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>>p = 264043379; >> eB=genprime(28)
>>pml=p-1 eB =145223009
pml= 264043378 >> M=71000 >> ged(eB,p-1)

>> isprime(eA) M = 71000 ans=1

ans=1 >>cl=mod_exp(M,eA,p) >> dB=mulinv(eB,p-1)

>> eA=genprime(28) cl=177163502 dB = 152146093
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ans=1

>> eA=genprime(28)
eA=176312179

>> gcd(eA,p-1)
ans=1

>> dA=mulinv(eA,p-1)
dA =251630141

>> mod(eA*dA,p-1)
ans=1
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cl1=177163502
>>c2=mod_exp(c1,eB,p)
c2 =55675334
>>c3=mod_exp(c2,dA,p)
c3 =6910648

>> c4=mod_exp(c3,dB,p)
c4 =71000

>> dB=mulinv(eB,p-1)
dB = 152146093

>> mod(eB*dB,p-1)
ans=1



